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You can capture the CAN packets.

B WireShark + WiFi/OBD-Il Connecter
¥ The WiFi device is connected to the OBD-Il port.
The PC that installs the WireShark can capture the CAN packets.
€ The WireShark has a replay mode that can send any type of CAN packet.

v Data (5 bytes)

can0 [Wireshark 1.8.21

File Edit View Go Capture Analyze Statistics Telephony Tools |Internals Help

Bdael afxceeae AT EB e $®EE @

Filter: ¥ |Expression.. Clear Apply (&%
No. Time Protocol | Length | Info [‘
39466 39.911620008 CAN 13 XTD: 0x00000101 31 4d 00 cb 67
39467 39.912622008 CAN 13 XTD: 0x00000111 31 4d 00 cb 67
39468 39.913597808 CAN 13 XTD: 0x00000101 31 4e 00 06 08
39469 39.914661008 CAHN 13 XTD: 0x00000111 31 4e 00 06 08 .
39478 39.9158890808 CAH 13 XTD: 0x00000101 31 4f 00 9d 3e WI reS h a rk
39471 39.915841808 CAN 13 XTD: 0x00000111 31 4f 00 9d 3e
39472 39.917621080 CAN 13 XTD: 0x00000101 31 50 00 0Oa 75
39473 39.917631000 CAN 13 XTD: 0x00000111 31 50 00 Oa 75
39474 39.919695080 CAN 13 XTD: 0x00000101 31 51 00 5a Oc
39475 39.919783080 CAN 13 XTD: 0x00000111 31 51 00 5a Oc
39476 39.921621080 CAN 13 XTD: 0x00000101 31 52 00 24 b6
39477 39.922621080 CAN 13 XTD: 0x00000111 31 52 00 24 b6
39478 39.923666080 CAN 13 XTD: 0x00000101 31 53 00 2e ff
39479 39.923674000 CAN 13 XTD: 0x00000111 31 53 00 2e ff
39488 39.925634000 CAN 13 XTD: 0x00000101 31 54 00 c1 87
39481 39.925643080 CAN 13 XTD: 0x00000111 31 54 00 c1 87
39482 39.927697808 CAN 13 XTD: 0x00000101 31 55 00 29 a6
39483 39.927704800 CAN 13 XTD: 0x00000111 31 55 00 29 a6
39484 39.929630000 CAN 13 XTD: 0x00000101 31 56 00 30 96
[«

[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: can:data]

< Controller Area Network

...0 0000 0000 0000 0000 0001 0001 0001 = Identifier: 0x00000111 R .
Tene caee neee aues ceme sase sews sees = Extended Flag: True W F /O B D_I I < t
0ee s e e = Remote Transmission Request Flag: False I I On neC er

L0 . = Error Flag: False “

Frame-Length: 5

Data: 314c00bchc
[Length: 5]

0000 80 00 01 11 05 00 00 00 31 4c 00 bc b ........ T aw



Local Attack) “Fake ECU Injection” 2010-2013

# Local Insertion Attack
- The PC is inserted in the controller area network (CAN).
- Powertrain, steering, and breaking systems were hijacked.

DEFCON 2013 http://drive—love jp/drivpedia/2013/08/post—19.html
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Near Field Attack) “Man-in-the-Middle” July 2015

# Attack Scenario e

3) The app includes a
vulnerability that

does not verify the — o=
server certificate. E : °

Fake WiFi SF/

e, 4) The fake WiFi spot
"**.., | steals the token of the
el targeted vehicle.

Victim User

2) A fake server
certificate is sent to
the app.

5) An attacker \
installs the

1) A victim smart-phon

accesses to a fake WiFi '."'~~.-., token to the
spot that is attached to "'~..., smartphone
the vehicle. D2 and accesses

http://samy.pl/defcon2015/2015-defcon.pdf Attacker the .VICt'm
# Countermeasures

— The application should verify the server certification when it is received.

4 KDDI.~KDDI Labs aw




Remote Attack 1) “Man-in-the-Middle” Freb. 2015

# Attack Scenario
http://www.sbdjapan.co.jp/bmw_connecteddrive_news/
http://m.heise.de/ct/artikel/Beemer-Open-Thyself-Security-vulnerabilities-in-BMW-s-ConnectedDrive-2540957 .html

1) A telecom control unit (TCU) in a vehicle accesses the base station emulator.

2) As the GSM 2G/3G protocol includes vulnerabilities, the attacker cuts in the path.

3) As the commands are sent over the http, the attacker monitors them and injects
fake commands.

# Countermeasures
- Communication path between the app
and the backend server should be
encrypted, e.g., https.

(9)
(— pZA =8

Leased Line Communication

Backend Base Station Module (SIM) Base Station

Server Emulator TCU/Application
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Remote Attack 2) “Intrusion” July 2015

# Attack Scenario
http://illmatics.com/Remote%20Car%20Hacking.pdf

1) APC in the carrier network can access the control panel of a vehicle.

2) The root shell is cracked by the brute-force password attack.

3) The CAN driver is manipulated to read/write access permission.

— The attacker sends malicious CAN packets from the remote site to the vehicle.

# Countermeasures
- The control panel should verify the sign of CAN F/W, when the F/W is updated.

WACKERS REMOTELY KILL A JEEPONTOE
HGHWAY=WITI ME INTD  Carrer Network e

- Control Panel
K (1) \Port6667 @ \

' E

E { App H Root Shell ]

\‘( ‘/ ”

D-BUS / @m anipulation

. Steering Park Assist |

CAN

Hackers Remotely Kill a Jeep on the Highway—With Me in It

: Powertrain || ABS ||:

( ) ‘ firmware
S'E'?j‘*' ‘ OS(QNX) 7 TrJ

ARJSISSDVH OMAP Chip =—> V850 Chip d BCM

&

TCU MPU CAN Driver
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Security Countermeasures

Secure Network Incident Analysis

Tele Comm Unit
Info. Device
Comm Module
Central ECU
(Central GW)
MPU
OBD-II - anageme

Controller Area Network

End’ECU End ECU End ECU
(Power Train) (Body) (Safety)
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Cipher Key Management Policy

# Cipher Key Management with Privacy Protection
- From the viewpoint of privacy protection, third party should not manage the cipher
keys of the in-vehicle network.

# A cipher key of Vehicle A is different from cipher keys of the other vehicles.
— Even if the cipher key in one of the vehicles is leaked, recall for the other vehicle is

not needed.
Comm Key 3
Comm Key 2
Comm Key 1
Comm Key 1

Comm Key 2 Comm Key 3

oo rrn S

Vehicle Key A

Key for Sessid
(Symmetric Key)
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Example of the Key List

Details S)\/mmetrlc.or Mark Applied
symmetric for
Master Secret Seed of Initial Key - - Insu.je
Outside
. C . . Inside
Initial Key Authentication Key of ECU Symmetric Ki :
Outside
Key Exchange Key | Exchange Key of Session Key Symmetric Kx Inside
Session Key MAC Generation Key Symmetric k Inside
. Authentication Keys of Server and Client . KRpub Inside
FEEiE (e Certificates AETIIEE KRsec Outside
Server Certificate | Authentication Keys of ECU Code Asymmetric pET02 Insu.je
KSsec Outside
. . Authentication Keys of ECU Code Update . KCpub Inside
Client Certificate Status Asymmetric KCsec Outside
Boot MAC Key CMAC Generation Key for Secure Boot Symmetric KB Inside

10
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How to Manage the In-vehicle Keys

- A central GW generates both a key exchange key and a session key, and sends
them to ECUs.

- A SIM generates the initial key of each ECU using a master secret and ECU
ID.

Tele Comm Unit
Info. Device

Master Sedret I

| =D Central GW

SIM

Initipl Key
Exchange Key
ion Key

OBD-II

g(ey Exchange Key
~Session Key
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(1-1) Setting the Initial Key into the ECU

# Generation of Initial Key by the ECU Supplier
- The initial key is generated, and is written into the ECU.
Initial Key = Digest (ECU ID + Master Secret)

Security Room in Factory

Initial Key Generator
Master Secret

Initial KeylGeneration

- KiA
Writing

<

Note: The master key is issued to each ECU supplier.
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(1-2) Initial Key Sharing
# At the first time of ignition in the OEM factory,

- ECUs notify their IDs to the SIM, which manages the master key.

- The SIM generates the initial keys.
Initial Key = Digest (ECU ID + Master Secret)

Communication Module

SIM ECU ID #A Initial Key
Master Secret ECUID#B REoI-W Kia
ECU ID #C
2) ECUA KA fe——— NIJTN-N Kis
Generation ECU B: Kis | 1) Notification =
ECU C: Kic ECU C Kic

Good Design) The initial keys are generated and are managed in the vehicle.

auw
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(2) Sharing of Key Exchange Key

2-5) Challenges are encrypted by the initial key. Also, responses are verified by the initial key.
6-8) A central GW generates a key exchange key, and encrypts it by the initial key.

SIM

Initial Key Gen
(Master Key)

Central GW End ECU
7TECU ID
<
Challenge Challenge Challenge
(Random Gen) \>g</ (Random Gen)
Y
Initial Keys 4 2
Initial Key
Kit Response - Response || Response
. Matching >< Matching .
@%—; Ki5 (Rn)=Ki5 (Rn) | 3 5| Ki5(Rn)=Ki5(Rn) | & /
Key Exchange
Key Gen 7 Key Exchange
- Key
) 4 Encrytion 7 Ki5(Kx2) » Decryption |—» @
Ki5 (Kx2) Ki5 = Ki5(Kx2) 8 Set
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(3) Sharing of Session Key

1) When an engine is started, the new session key is generated at the central GW.
2) The new session key is encrypted by the key exchange key, and is sent to the ECU.
3) The new session key is decrypted by the key exchange key in the ECU.

Central GW End ECU
Key Exchange Key Key Exchange Key ----- S essmnKey
Kx2 Kx2 . K 7
l 4V Update
- Session Key Gen |7 Session Key
: Encryption » Decrption F——
_________________ k8 Kx2 (k8) k8
2 Kx2(k8) 3 Kx271-Kx2 (k8)
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Appendix: MAC Insertion into CAN Packet

# Message Authentication Code (MAC)
- The MAC is inserted and is verified in the SE.
MAC = Digest (Control Data, Session Key, Packet Counter)

* Benchmark on Renesas'RH850F 1L/ICU-S2
- The latency of generation or attestation of MAC is about 40 us.
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Secure Remote Reprogramming

— The ECU code is verified by the central GW, and is applied it to the ECU.
- The update status is measured, and is signed by the Central GW.
— The server and the client certificates are authenticated by the SIM.

1)
= TCU
S/W  |iSign
31 e lieetiz B Info. Device
—Vof—— ] oot Public K @O==
. = , ‘_;& (CA Cer‘tlflcat ) I S/W (
Server Secret Key Result -'@ign 6) Central GW x
Vehicle Certificate M Server Certificate 2)
MPU SIS Vehicle Secret Key
HSM .
OBD-II g In—vehlcle'ﬁgy
| Result @n '
CAN 5)

End’'ECU End ECU End ECU
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Demo: Remote Reprogramming

IDO0000001

Type C

History ( ECU003 )

Status Target ECU  Release

* ECU003 201501/14  v2.0.0 Remove i

SIM
Comm Module

End ECU
Central GW r
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Secure Elements for Vehicle

SHE HSM TPM x* SIM

Tamper Resistance Low Low Low High

Latency Small Small Small Large

Accelerators Few Midium Many Many
App Execution - Support - Support

Device Cost Low Midium Midium High

# Today’s Suggestion

- The combination of the secure elements should be considered.
- “SHE” is applied to the end ECUs.
- “HSM" is applied to the central GW.
- “SIM” is applied to the in-vehicle CA.

* There are no commercial products for a vehicle in 2015.
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Trust Anchor: Java Application in SIM

# Advantages of SIM
- Tamper resistant level of SIM is certified as EAL 5+.
— Applications and/or keys are securely managed in the application domain.

- When applications and/or keys in the SIM are compromised, it is securely
updated over the air (OTA).

=

App Domain

Security App

| Carrier Profile

# H/W Support e.g.,
- RSA 1024, 2048
- ECC 256
- AES 128, 256
- SHA-1, 256
- HMAC

22

KDDI.~KDDI Labs



SHE, HSM

AAAAAAAAAAARAAAAAAADLAAAAAALDL
b

Light EVITA = SHE

EVITAHSM http://www.evita-project.org/Publications/AEHR10.pdf

Medium EVITA = HSM

Central GW
Full EVITA HSM § Medium EVITA HSM § Light EVITA HSM

v v .
Internal RAM (e.2. 64 kByte) (e.2. 64 kByte) optional
Internal NVM v v .

S ) - optional

(Non-volatile memory) (e.g. 512 kByte) (e.g. 512 kByte)
Symmetric
Cryptographic Engine v v v
(e.g. AES-128 CCM. GCM f/AE)
Asymmetric
Cryptographic Engine v
(e.g. ECC-256-GF(p) NIST FIPS
186-2 prime field)
Hash engine v
(e.g. Whirlpool)

v v
Counters (e.g. 16 x 64-Dit (e.g. 16 x 64-bit optional

monotonic counter) monotonic counter)

v v

Random Number Generator (e.g. AES-PRNG (e.g. AES-PRNG optional
with TRNG seed) with TRNG seed)

Secure CPU
(e.g. ARM Cortex-M3 32 bit, 50— v v
250 MHz)
Hardware Interface v v

23
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Asymmetric key/PKl-based Key Delivery

Central GW End ECU
B Certificate
B —
[Dt B Secret Key
Sign ﬂ

RGen y 1) 2) 3) R
) — T e :] g — :] ib )
:E\'/Encryptlon Send Decryptionﬁ\y

Symmetric Key

Symmetric Key
A: Symmetric Key Sender B: Symmetric Key Receiver

# Key Distribution Steps
— The central GW manages public keys of end ECUSs.
1) The symmetric key is generated and is encrypted by the public key of the end ECU.
2) The encrypted symmetric key is sent to the end ECU.

3) The end ECU decrypts and manages the symmetric key.

- The latency of public key-based processing is large.
= The size of encrypted data is large.
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Multi-layer Symmetric Key-based Key Delivery

A: Symmetric Key Sender

Central GW End ECU
SymK1 SymK2 SymK3 SymK3 SymK2 SymK1
=0 =@ -“-Q @ =@ =0
SymK1 SymK1
N+1 1) 2) 3) N+1
Gen Encryptlon Send Decryption
A: Symmetric Key Sender B: Symmetric Key Receiver
SymK2 SymK3 SymK3 SymK2
SymK2 l SymK2
N+1 1 2 3 N+1
o ' .E® s
Gen Encryption Send Decryption

B: Symmetric Key Receiver

- A few symmetric keys are managed in different registers of SE.
- Low layer keys are encrypted/decrypted by the high layer keys to deliver the keys.

= The latency of symmetric key-based processing is small.
= The size of encrypted data is small.
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Conclusion

# Authentication in the Internet "PKI”
- The certificate of the asymmetric key is issued by the certification
authority (CA), which is used for the unknown user authentication.
- It should be applied to the V2X and the ECU code authentication.

# Authentication in the Telecom Industry
- The symmetric key in the SIM is issued by the carrier, which is used
for the known user authentication.
—> It should be applied to the ECU key authentication.

# Additional Suggestion for ECU Key Authentication
- A CA on the Internet should not be used after the shipping.
- Tamper resistance secure element, e.g., SIM, can be used as a CA
in the venhicle.
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