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Q=0
R=P

Input: k. P

Output: £iP

if &; = 1 then

1. Q=0

2: fori=n—-—1to0do
3: Q =20

4 if £, = 1 then

5 Q=0Q+P

6: endif

7:  endfor

8: return @

1
2
3: fori=n—-1to0do
4
D

: Q=Q+R
6: R=2R
T else
8: R=Q+R
9: Q =20
10: endif
11:  endfor

12: return
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2
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.
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1
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256 = 2 n
—>—n . E T
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I e = :
» = : Multiplexej 43&__}: Selet s - 1
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X.Y €F,.
'r}} — ._)|_\1.-;', ,.J.
= -1 I Point Addition T Tu=Xa {1, T2}
P = _,IJ “.]“fl R [ JPoint Doubling e v
Ensure: 7 = XY R~ modp

" T e (XY mod B) -/ mod R Type 1 128ck X 256t|mes 32,768ck

1

2 7 & (\) -+ I,H]-If Clock Cycle
3. if Z > p then
| 7 =7 — P

5. end if

6: return 7

TJAYRETILTY XL — e
5 Type 2 56¢k x 256times = 14,336¢ck

Clock Cycle
112131 4 i516171819110i11! 12131415 161718192021222%24252627'

~JINuRILDAII—
L

T-stage pipeline mult.

. o le,T13:T13iT2 T\s=215 Z=T\6+11s
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ase 1 Case 2 Case 3

Assumptions: 4*a24=a+2 Assumptions: 4*a24=a+2

Cost: 6M + 4S + 1*a24 + 8add Cost: 8M + 4S + 1*a24 + 7add

Cost: 10M + 5S + 1*a24 + 5add

o 4
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A =X2+2Z2 t0=X3-7Z3 t0=22%73
AA =A% tl=X2+22 tl =X2*X3
B = X2-Z2 2=X3+23 t2=tl-t0
BB =B? t3 =X2-722 t3=e272
E = AA-BB t4 =12 %3 X5=Z1%t3
C =X3+Z3 t5=t0*tl t4=2Z2*X3
D =X3-Z3 t6 =t5 + t4 t5=X2*7Z3
DA = D*A t7=t6"2 tb=1t5-t4
CB=C*B X5=Z1*t7 t7=16"2
X5 = Z1*(DA + CB)? t8 =t5-t4 Z5=X1*7
Z5 = X1*(DA — CB)? t9=t8"2 t8=X2"2
X4 = AA*BB Z5=X1%*t9 t9=Z272
Z4 = E*(BB+a24*E) tlo=t1"2 t10 =8 -19
tll=t3"2 X4=t10"2
X4 =110*1tll tll =X2*Z2
tl12=X2*7Z2 t12=2a*tll
t13=4%¢l2 t13 =18 + tl2

Curve 25519

tld =a24 *tl3
tl5=1tll +tl4
Z4=t13*t15

M EAH/IEEE SSCSEATE, A THiK/2021411 A22A

tl4=1¢l3 + 9
tl5=22*tl4
t16 = X2 *t15
Z4=4%tl6
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Which one the best?

Case 1

Case 2

Case 3
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Output FIFO

[X] DP=256bhit
[9] DP=256bit

Design0 Ver. DP¢
Design0 Ver. DPE
Design0 Ver. DP;
Design0 Ver. DP
Design0 Ver. DP
Design0 Ver. DP
Smallest DP=32] |

£
(S
I*s)
@

- - - -
fennanes

ECDSA Time [s]1 Liban R her Lail
SOTB (Silicon on Thin Buried Oxide) 65nm CMOS ] I I. N
H_IEE X
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—
'@ [X]DP=256bit E

' Output FIFO
P=256bit | |Eat
- |

................. >

Minimum energy
VvDD: 0.3V, VBP: 0.3V, VBN: 0V

Energy: 1.68uJ (2.3ms/0.7mW)

- 3.1mm

-
o

Energy per signature
generation (uJ)

A
&‘A
A Normal bias | HISRUIAREIIRNTIRREIAN £
A Reverse bias R IR
1 o0 [ E T T TR I T T
0.2 0.4 0.6 0.8 1 1. all BRI AT
VOltage (V) Qou 1000 m 10mECD1S%pI'1ime [311 10
e SOTB (Silicon on Thin Buried Oxide) 65nm CMOS -
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Ours 65nm
Ours 65nm
Ours
. 65nm
[9]
Ours
[14] 65nm
[12]* 90nm
[15]  Stratix I
(90nm)
[ =iy N

THE UNIVERSITY OF TOKYO

13

1,580

2,500

1,370

540

9,177ALM
+96DSP

ELDHSE LD L

0.03

5.64

1.92

2.72

19.4M

7.5k

15k

34.7k

22.3k
107k

M EAH/IEEE SSCSEATE, A THiK/2021411 A22A rj - I r-l |-1 g >

0.75

0.45

0.75
1.4

0.25

77 250 0.16 100 0.31 0.04
35.7 0.21 15.6 3.28 3.01 1,452
98.0 0.076 123 932 833 1,412
238 0.031 1,227 38.7 20.4 834

236 0.06 - - 667 -
11 015 1.68 007 54.1
2.3 069 168 032 259
033 429 139 221 218
131 0.17 - - 109 -
157 0.32 - - - -

[9] M. Tamura, IEICE T. Fund. v. 99EA, No. 12, pp. 2444-2452, 2016
[12] S.C. Chung, ISCAS2012, pp. 1456-1459, 2012

[14] M. Tamura, A-SSCC 2016, pp. 341-344, 2016

[15] N. Guillermin, CHES 2010, pp. 48-64, 2010
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EiEHES, EHES
RERAAEES
REFESIE
BERES
LEWMERS
IR R S

BA L)) —ABES

LEWMEE S
TN—TEZ

IS4 E4
ZEEA FNEA
RHMEER
ALV —RES

FXDORHELESEOREICEOE T/ ERFENATELAI EE S FHES
B tEnFET —SRRNARELES
BEXDEERSENERICRLES XZE (CEXERY) JIOBSXICEBRTHAR
T—AHELLFE., SHOEEESHICHT T I AFHA AR GES
LEMELUEDT—RICEYETAIBELIES

BREAVICHIDTHEDNHLES

Bzl (SR HE S HRIEA AT RERE S

72 B
BHEICKDRIAFIENTEDETAFIESL
LEVMELLEDBHODEBL T —RICEUIRIIAIEEE ST AU RILESR
A—YDELILNTELTAOFILESR
FBLEBICHLTAYVE—CFEBET LT 2ILEBR
BRADEXATHER. BHOBLXO—FERIINAEELETAOHILESL
BRAVCHTIMEDLHDTATFIES
B L SRR AL A T S TS S L B lea b \ /Y
th I 98,/IEEE SSCSEAT, SR T#iA/2021411 A 228 AKXk
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EFBR E TR e (aP, aQ) = e(P, Q)" ZH T HEH
- IDR—RIEE . BEA—RIEE . ERAEEESG.E TH AR
- FTEEENERRE

— 14nm Intel CPUT 880,000 1 %)L :210us

— 20nm FPGAT 18,1514 )L :107us
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Optimal AteX7 LT DI/ E

Input: P € G,.Q € Gy.l = |6u+2| =525 1,2
Output: a,,(Q.P)

I d e goo(P), T +2Q, e+ 1
2 0f ljog,1)-1=1 then e «— g7 o(P), T« T+Q
3 fed-e
4: for i = [log,!| —2 downto 0 do
5 f—f2-grr(P). T+2T
6: if Ii=1 then f« f-gro(P). T« T+Q
7: end for
8: Q1 + 0p(Q), Q2 + o'ﬁ[Q)
9: ifu <OthenT « —T., f « f*
10: d + 91.Q: (P) T T+ ¢y,
e—gr—q,(P). T «T-Q>,

FeFf-(d-e)

11: Final Exponentiaton(FE): /
f flp“fl](u:*l’u"ﬂ"'+l),‘v

12: return [

Miller Loop

E(F,2) DIEH EFp DRAN T 052

Final Exponentiation
F,i DFEE EBHER D E 55

Operation Ops. Count* Complexity**
Point Doubling 64 76M+50A
Point Addition 6 63M+114A
F,,12 Multiplication 350 66M+264A
Frobenius m, 20 10M+6A

M EAH/IEEE SSCSEATE, A THiK/2021411 A22A
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REBLBIAF, 122K

’ kﬁKFpu

* F: ZHpTEI>EBHEDES

2ﬂd
T e Fpe: 2L T-1C7 38 2 TERE(CB
3rd *a€lF,=ap+al
Ext. |
* Foe: 3UT ¢ =1+ (L7228 v 2B
ond * a € Fys = ag + a,v+av> where a; € Fpe
Ext. = (ago + ap1i) +(aso + a;10)v + (azo + az,))v> where ay € F,

+ Fpiz: 28U T v (L7238 w 2R CBAN

* a € Fpiz =ag+aw = (ago + AoV + apzv?) + (@10 + ag1v + agv?)w

. », 4 ,‘:. L g
e 4 %NﬁlﬁTi A E%/IEEE SSCSBATE REB T #iK/2021411 A 228 I'J - I il |'1 N_ANS
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12R LK KF, 12 LFED R4

. o FpzBADRT Y 2—") 7 &iEk
/\47?4/FP2%§%5[‘“£% Fp12  arithmetic |_—" 202us
40—/ k

62us [Awano+, SCIS2018] \ Fpe  arithmetic E' (Fp2) arith, mp

N T4 F,RERCLD Fp2  arithmetic
g O—/\)LiE{e
107us [Nagahama+,SCI82018]'\'

Fp, arithmetic

Name Y14 FTREE

Miller Loop 3,697 99.3%
Final Addition 162 78.8%
Final Exponentiation Easy Part 431 25.3%
Final Exponentiation Hard Part 3,885 88.4%
Pairing 8,175 84.6%

e 4 %ﬁilﬁTﬁ A E%/IEEE SSCSEAFE, R&B THER/2021411 A 22R
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b b
pue b e - e e Karatsuba method:
S S I [y ey S s g AL
l—X h 4 t | addm0d|| addm0d| 1 y = X B:
t T N R e )
i 254bmu1t1pherh 254b multiplier : 2 o E sz — aO _|_ a1 l,
: BEFp2=b0+b1l,
Y € Fp, = ¢ + ¢4 as
| 254b 254b i U aobo — bl' “
i . const. multiplier| ~ |50g, | const. multiplier| 7!7 777 = [(ao + a’l) (bO + bl)
| O — PRz o R 5 5P
| 254D l 254D : | 8 —Qoby — a1by]
Lazy reductionpart [ | *  lconst. multiplier] | __ |const. multiplier] | . .
PR ol 9 Lazy Reduction:

| [509b CPA| [509b CSA

[ 509b CPA| | 509b CSA|

[507:254]

HHUK %
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[507:254]
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Riroa—) T &k

e ) =
efficienc
In|t|aI|ze S12 — PDBL — SM12 - 72.0%
PADD — SM12

PADD S12 — PDBL — SM12 — PADD — SM12 4 107 90.7%
PDBL S12 — PDBL — SM12 58 56 100%

PADD — PADD - SM12 — PADD — 1 162 78.8%
Addition SM12

\Z=.=:.  Final Exp. Easy Partincl. Inv. 1 431(254) 25.3%
=lelil .. S12bySQR 192 17 76.4%
L2 Mult. in Fpy, 20 39 92.3%
(S 1st and 279 Frobenius 7 12 58.3%
Conjugate in Fp;;, 2 12 50.0%

e 4 ﬁuﬁ kT% it §%/IEEE SSCSEATE, SUEB Tk A /2021411 228




U

FoJ 2R/ (Fp,, &f)

Operands
4x254b
RAM —
2 X (2 5 4b X SOW) P ! 6 Controller
A A M Read addr / u LCtrl u i LCtrl
2x254b 3 2x254b
Small-constant . Tt
Multiplier &-Multipher
2x254bw 2x254b‘113
Write addr. __hWrite data Pipeline d Fp 5
1 1T 2x254b l;»| Montgomery Multiplier
A S Cul ~ 2x254b'-u;
|Accumulat0r with mod. inv.

e 4 %’ﬁﬁﬁé ith FE /IEEE SSCSBAT, S4B T#liR /20214611 A 22H .15y |'1 X
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BAT R D3

Fy K

10 agdr
ML (1) !;E_Al,z »
COMP 1st-thread MuUl12 (1,2) 7 »
multi-pairing ML(6) In: tAYP9= :
Mul12(1,6) 2 Ctfl Sigs. Calculation
2nd-thread ML{1) e Core #1
multi-pairing Mull2(1.,77) <
- <« 52
- V4
Vi
’y
. 7 .
Operation % Calculation
Sequence #2 = Core #2
- va
. V4
i
9
1st-layer Operation 2 Calculation
Operation | Sequence #3 | [g—Z Core #3
- ya
Sequencer +—
“
6 v I 512 6 L/ /512
R. addr] /operands w. add(' result | W.en
L \ L r A
i B4R
ADDR A
W. DATA
Double Data Buffer
R. DATA < 2%512 bitsx48 blocks

o 4

R. da!a“ l,addr W. data inst_type C(;Tp
sos /] 10 508
Operands
A 4 A 4 4x2500 states
: Z 7>
2x Register-based 2 |' Instruction
dual-port RAM v Calculation Controller < Sequencer #1
2 x 254 bits x 50 words < /5 | command 16
7
R."addr 2 x 254b 2% 254b i
Ar A 4 e Ctrl, S|gs¢ ﬁ curl. s.gr|!' ﬂ Instruction
- 2 Sequencer #2
Small-constant £-Multiplier
, Multiplier P
W.data |/ W. add
2% 2540 2 d W.EN ﬁ:.mn ﬁ:x 254 Ctrl.nsigs. Instruction
Sequencer #3
Pipelined Fp2 "
Montgomery Multiplier 2nd-layer

2x Register-based Cache
2 x 254 bits x 14 words

2x254b

adjr 3% 4b

ﬁ: x 2540

Cache Controller
with mod. & inv.

-

25254b

instruction sequencer

Calculation Core

HHUK
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Fv TDAEFHER

LU 7o RN
i V03V V04V g
R CTRIITEeE T e X "-1100 -1
A0MN@VAE=0TSY,  _<m --"'/, o 1
1 e " 14TW@Vd=1 2V o
mbf - m —o- - 80 -{100m
A : ¢
oI A AT
g A R P L e S-110m
s amsevieory e T 1P E | 2
- I S £'2
[ S AN ® I 2
£[0]0 V] S A £ [p—— 40 -- £
VAdminz04T8Y | et A 4L 4Bus@VAd=14V g
: lo . A}y* A 2 ., %
I e X 5 1US@Vdd:12VfA/A$20
N 26.5uJ_|@Vdd=0.75V sV 33V
: Emin-13.7UJ@Vdd-|0.9V VBP='O-3V, VBN:,0-4V
L] | | I | | I
%205 06070809 70 1.1 12 1.3 1.4
K #th A/ IEEE sscsﬁaﬁ\,/ﬁggggx/zozmnﬁzza l:J,..'m!oE!n !':I X
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BN254R71) 5 LD LB

Platform #Gates  Area Vdd[V] Freq 1-pair 7-pair (*est / # measure)
kGl [mm?] [MHz] #Clk togir Prar  Enadud] Vdd  Freq  #Ck  fo,,  Ppy  Epglud]
[us] [mW] [us]  [mW]
Mobile Device[19] - - - 1,000 9,909,000 9,905 38139741 38,140
Apple A5 32nm
HighendPC[20] - - - 4,000 840,000 210 91,000 19,110 el 808 91,000 12444433
Corei7-6700K 14nm
HighendFPGA[13]  14,463slic - - 170 18,151 107 69,863 412
KintexUltra 20nm e+460DSP
ASIC[21] 130nm 94 - - 338 5,340,400 15,800 eSS Gre)
ASIC[22] 65nm 354 251 800 512,541 640 255 163 1972770 2 463 255 627
ASIC"[23] 65nm 323 - - 633 330,053 521 - - 1270374 2 005 - -
ASIC[14] 65nm 3,205 128 147 9,270 202 35,680 777
ASIC [2] 2,793 128 133 250 8,175 33 2850 940 1.33 250 31,466 127 2,850 361.8
65nm FDSOI 0.75 74.6 110 240 265 075 746 287 240  102.0
0.49 9.2 792 17.2 13.7 049 9.2 3,048 172 527
ASIC[12] 13,104 21.62 1.4 105 8,000 76.0 1,188  90.3 14 667 13,784 206.8 1,175 243.0
65nm FDSOI 0.75 47.6 168 68.2 15 075 299 4618 554 256
0.32 2.33 3,440 09 328 032 213 6,479 1.02  6.62
9 5OK 7 il
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Set up
Encryption

Keygen

Decryption

AL R E K ¥
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RIS DRE

MPK = { P, Q, P;=6P, y=e(P,Q)¢ }, MSK = { P,=aP }.

CT = { Policy, C=M+Ys, C;=sQ, Vi€ I: C;= A,Ps- x,H;, D;=x,Q }

SK = { K= P, + tP;, L=1Q, Vi€ T: K,=tH, }

/A
y® = [e(—AK,Cy)e Z w;C;, L) 1_[ e(w;K;, Di)l

ABE Encryption
Secret
Sharing
Secret podsd
Policy
Encrypted
Message

M EAH/IEEE SSCSEATE, A THiK/2021411 A22R

Hidden
with
points

1

|

1

1

1 .
1 in
1 elliptic
1 curve
1

1

1

1

1

1

Pairing

Function Secret

| ABE Decryption DecryptEd Message 1

ABESetup  Generate Master Public Key (MPK) and Master Secret Key (MSK)

ABE Key Generation

User




e, —k ~&5EHR
BERESD/N—FHOI7IZLAERIt
BN EEETNrE

G1Rand
G1Map
G1Mul
G2 Rand
G2 Mul
GT Exp
Pairing
File Read/Write
File AES Enc
Others
Total

G1Map

G1 Mul

G2 Mul
User File Read/Write

Registration File AES Enc

Others

Total

HHUK

(; ’ THE UNIVERSITY OF TOKYO

815.7 140.0
1,182.3 1,182.3
13,940.3 280.0
1,967.0 70.0
24,4137 140.0
5,333.3 5,333.3
9,652.3 80.0
2,639.7 2,639.7
1,034.0 1,034.0
1,675.3 1,675.3
62,653.7 12,441.2
Speed Up 5.04
436.3 436.3
3,964.7 70.0
5,592.0 35.0
893.0 893.0
1,229.0 1,229.0
745.0 745.0
12,860.0 3,408.3
Speed Up 377

M EAH/IEEE SSCSEATE, A THiK/2021411 A22A

Encryption

Decryption

G1Map
G1 Mul
G2 Mul
GT Exp
File Read/Write
Others
Total

G1Map
G1Mul
G2 Mul
Pairing
File Read/Write
Others
Total

4,348.3 4,348.3
33,018.0 700.0
52,8720 385.0

3,065.3 3,065.3

1:569.7 iS55

920.3 920.3
95,793.7 10,988.7
Speed Up 8.72

3,805.3 3,805.3
41,926.3 1,085.0
4,529.7 35.0
70,384.7 720.0
2,231.0 2,231.0
2,903.3 2,903.3

125,780.3 10,753.3
SpeedUp  11.70
H Ik XX
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X REIES

NN EED NN NN SN SN N S S SN S S S S S S N
E(datal) 'fPIamtext space | datal 1
+ Conventional encryption|E(data2) -IH Decryption 1 data2 —* Operation
method e | e ’l
--____-_-_--__t-:' External attack

* For homomorphic |E(datal)

encryption E(data2)+Homomorphlc Decryption

1 Operation I .
...... Vme—m—m—me————=====s Cipher space

Secure authentication , o ——— SESTTTISTIOITS,
1) E(featurel) |i  Data Server i}y
___Plaintext space_ _ _ i E(feature2) | :
’ =~ 1
I — Preprocessing || ;I ------ :
: v : ;:— ----- —--—e=. -l'EEe'aEU'rg?.::.'_.—_'.:.'_.-_::.;.'_::.;.-_::.;1
: Encryption |1 ile(eawe} | Distance |: Verification Server : ]
I HH Computing '|
: 1
:Result <+— Decryption *—}4%------___-_____—’
. », 1 _.' i
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X REIES

Type Supported Representative
Operations Encryption method

EZE R + Paillier Encryption
FRERM X RSA Encryption
TEERM +, X Ring-LWE/Torus FHE

@ ntext

AR

Encryption
E(2),E(3)
Cipher
space E(5)=E(2)-E(3)
Plaintext

Decryption
5=2+3 /

e 4 %ﬁlﬁTﬁ it EF%/IEEE SSCSPAFE, AP Lk K/2021411 228

Qace




RingLWE (&

REMNTT) DL

A-s+eEx(modq)
T5IAB L UREANY FLani 52

bhétés
= (IsHFK & HREIRE

rEezft5 LI

Pointwise
Multiplication
@ —»| Add weight NTT \ /
69 »| INTT Drop weight—» gh
b —»| Add weight » NTT /
Design Platform Resource n q Clock Latency (ys) Throughput(10000p/s)
(MHz) NTT Pol. Mul. NTT Pol. Mul.
Du (2016) [18] SPARTAN-6 1246 LUT / 16 DSP / 6 BRAM 512 23-bit 249 6.78 - 147
Feng (2020) [19] SPARTAN-6 18k LUT / 128 DSP/ 2.5 BRAM 512 23-bit 233 - 1.77 - 565
Mert (2020) [20] VIRTEX-7 77k LUT 7 952 DSP 7 325.5 BRAM 1024 32-bit 200 0.4 0.96 2500 1041
Banerjee (2019) [11]  40nm CMOS 106kGates 256 24-bit 72 17 59 -
Song (2018) [13] 40nm CMOS 2.05mm?= @ 512 18-bit 300 1.64 - 609 -
This Work 65nm CMOS 571kGates 512 23-bit 970 0.544 0.840 3792 3792
(2-stream) (1024) (1.09)" (1.68)" (1896)" (1896)"”
This Work 65nm CMOS 5405kGates 512 23-bit 806 0.060 0.118 50403 50403
(32-stsream) (1024) ©.1200"  (0236)" (25200 @520

HHUK

(-’ THE UNIVERSITY OF TOKYO

aContain other modules for Ring-LWE PEstimated latency/throughput for n = 1024

M EAH/IEEE SSCSEATE, A THiK/2021411 A22A
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Paillier7 LT X LEN—FHO T TR

@

C; = E(my,1)=G™r;N mod M

Homomorphic addition

m; = D(C;) = L(C;* mod M) x ¢ mod N
@ = L(G* mod M)™' mod N

A= -1 -1
public key PK:N,G (p—1(g—-1)
secret key SK:p,q

M EAH/IEEE SSCSEATE, A THiK/2021411 A22A

HHUK
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Encryption
Plaintext Ciphertext C,'X Cj
My, My, Mg+ P C,, Cy, Cyreeee = H(C., C)
Decryption = H (E(m), E(m)))
= E(m; + m;)

2048bit Register

Y

2048bit  MontMult

2048bit Register

2048bit  MontMult

| 256bit Register I

2048bit x 8
+256bit

Control & Registers

2048bit MontTrans

256bit  MontPreCalc

Systems vesign Lab

Function Block
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PaillierF Y7 RIEFERETE

1200 - 10° ' . . r 104 ~25
1096. i A
96.9856ms : 30.30325‘:!{1;"?,,;.—4;‘ v :58.8235M|‘Z
1000 - o 1.7026md,
) 12
Q soot T o't N 102 [ m
) = _/584.4000mW ), 115 13
—_ d 15 @
& > H i o =
= %) ! 2 Q
> 600 c i o -
Q 5] i i
N 35 ; — 3
3 o i 3 S
5 400 T 100 E, o O
‘ L L # i _ T P
, ‘\] > 1;\{’ i /'0 601mdJ ' — -4 30K
[ r ] ' = = LR L X
L 0.1168mW & A "r i i 105 kf" IR User.] |O00STEACO00STESE | [0 o
200 "{ ’\ ."/’ : : e e user2 [oo0s7EsCOIIITESE | o )
01563MHz e | e
oL 10_| : LTt e :55563"'5 + ngIagms ]0'2 0 ot — = users |ooos7EdCBOOSTERE | [0 0
0 / 02 . 04 06 108 1 12 14
. 0.26 0.75 [IN: addr=101 dsta~00000000 -
Emin=0.1300mJ ouT. sar=040 M1 00000000 o
VDD[V] l:’u‘ umz::;lt!snn::o:w

SOTB (Silicon on Thin Buried Oxide) 65nm CMOS

sckir=043 dats=00000000
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- TILO) X LR IEfR
- [ERRAYERAR
- EEDH

e 1lesb \O&G
ﬁu%j&% th B §/IEEE SSCSEATE R T#ik/20214F11 A 228 rsyst:mwﬁ!n La:' NLAN



HHUK %

THE UNIVERSITY OF TOKYO

I FF

RS

Brxal) T & )T R Ly pIs A E3ti (DEEEJLH’EE“
DA 7L
DHE DHE DHE
B3l ECDH
ECDHE ECDHE ECDHE
RSAES-PKCS1-V1 5
ECDSA ECDSA ECDSA GOST R 34.10-2012"1
£4 RSASSA-PKCS1-v1_5  |RSASSA-PKCS1-vi 5  |RSASSA-PKCS1-v1_5
RSASSA-PSS*2*3
RC2, EXPORT-RC2
. IDEA
) DES, EXPORT-DES
o GOST 28147-89*1
5= Magma*"!
" 3-key Triple DES
i [T128c0r |AES AES AES Kuznyechik*!
E Jowy%s  |Camellia* Camellia** Camellia* ARIA
e SEED
CBC CBC CTR_OMAC™
. |cem ccMm ccM
MAE=F lcom s CCM_8 CCM_8
GCM GCM GCM
AFJ—L |ChaCha20-Poly1305 ChaCha20-Poly1305 ChaCha20-Poly1305 RC4, EXPORT-RCA
Ny a B SHA-1 SHA-1 MD5
A [sra-2s8 SHA-256 SHA-256 GOST R 34.11-2012"1
SHA-384 SHA-384 SHA-384 _
R RSAES-PKCS1V1_5 LB
ﬁﬁﬁmﬁ,&lﬁ;}ﬁ‘ DSA DSA DSA | BEID(RFCTILALY)
EJDSA"2 EJDSA* EJDSA*2 2 B R —DIANAZ 5}
DH DH L BELLTEESATUAN
emo  |ECOH ECDH 3 TLS1.3TO&FIAE
st i |RSAES-PKCS1V1_5 *4 TI Q1 DL BT THIEAE

CBC
SHA-1

CRYPTREC 2020: https /lwww.cryptrec. go .jp/report/cryptrec-mt- 1011-2020 pdf
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RSA

— Factoring large numbers
— RSA problem

ECDSA
— ECDLP (elliptic curve discrete logarithm problem)

Pairing
— ECDLP
— DLP (discrete logarithm problem)

fﬁﬁ%ﬁ ith El§/IEEE SSCSEIT, mEBLT#EK /2021411 A 22R



i 5 O A S5e frfis] (RSA)

10% - 1
10%7 |_zosacsbasaer wv-ﬁrﬁnemstu_ g —
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o Fod |
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“Ts12¢9t g ; ERS MOEMLCIT A8 N BIVE(202] 1 EH)
- :I A- !

10° - ” . “” CRYPTREC 2020 hftps :[lwww.cryptrec.go.jp/report/cryptrec-mt-1021-2020.pdf

1995 2000 2005 201 0 201 5 2020 2025 2030 2035 2040
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i -5 0D fi# 555 5 fe] (ECDLP)

T T T T T T T T T
—— - —— - - Prime Ficids case (Bt 8A1112.160.192.256E 1) (1 i } {
— — e Binary Fields case (BMI®5160,192.256" k) (1] H : & | " H
[ — - = —— . Koblitz Curves case (BHIRH*113,160,102.256'7 K] [1] i ZSGEIFT_ 1]
TOPS00.0rgic #8138 | M DA—/(—2 Y 21~ F—ORMZILEDARRONIrSRE) | o o e e e — . i
10% |+ TOPS00 Orgic 517 3500 DA~/ 1=V £ 3 —F — DR W(2]E EDABBCIIEL SEN) H i ! H
ECOLPOWBER(3-5 : ! ; }
i
27
10°° =
= S RN P — (ES, F——— (— ———, E——." vy S
] 1 - - : 1 : . 192" b g
24 | ! { {
4 10 L SRR SNANUUI. (MY WTMUNNUSRIL | SN STNIRUUN NP OPRSUE FPO: | BT |-
o
|
hY]
=
& 102! L J
L 10
S
— X i —— A ittty .t el Ol it ittt et St = it &
e 160K b
18 | ! s z | ]
10 i H i _ [Te—msmw 8
i P $ H
1 -t
H i - i - H
15 i i i T i -oh { { } {
10° i =i ] £ i i i i
' - ; - : ' H '
- -
H - i - H
’5 = _kccp-joo . - | #ECC2-117 H |
12 | o} w s G ey = T e e = m— —" e — — — — — — Y] bl = —) -
102 F_ 2T .?’_..;-—.Fecuﬂ____.____;.._.‘»_____..'_‘Z_E_’_" R
— 1 gt 1 $ECC2K-113 i i
L~ P i ;
-

10° ’ CRYPTREC 2020 https IIwww cryptrec go jplreportlcryptrec -mt-1021-2020.pdf

1995 2000 2005 2010 201 5 2020 2025 2030 2035 2040
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R7YTHBORIRER 4

Curve Embedded |Key length |Database size Security level
degree [blt] [bit] [bit]

BN Curve 2,688 112 > 777
254 3,048 128 - 100~110
256 3,072 128
912 6,144 128
BLS Curve 12 381 4,572 128
24 381 9,144 192
KSS Curve 18 384 6,912 192
FourQ 3.7x1073 256 9.5x107° 7?77

e 4 ﬁm"}w:s kT% ith El§/IEEE SSCSEIT, mEBLT#EK /2021411 A 22R



DLP and ECDPL

- DLP
— NFS (Number Field Sieve)

Lp(S; c) = exp ((C + 0(1))(]0g p)*(loglog p)l——-s)

p: Characteristic

— S.ex.TNFS (Special Extended Tower NFS)
L,(1/3,(32/9)'/3)

- ECDLP
— Pollard p—argorithm 0(/r) (Z exp G (log r)l))

ENﬁ.ﬁTﬁ ith EHER/IEEE SSCSEIFE REB TR /20214£11 A 22H rsé‘:m!og:gln !::' N_A



RTPYIGTDINGA—=REZX2) TR
BNCuve | BN254 | BNa84 | BN44s | BNA62 | BNS12 | BN |

Size of Q 254*12=3048 384*12=4608 446*12=5352 462*12=5544 512*12=6144 638*12=7656
ECDLP 127 192 223 231 256 319
DLP 110 131 139 141 147 161
Security Level 110 131 139
Size of Q 4572 4596 5352 5460 5724 6900 7656
ECDLP 127 128 149 151 159 192 213
DLP 131 131 139 140 143 155 161
Security Level 139 155 161
_

Size of Q 11496 26688 27888 9144

ECDLP 192 248 259 191

DLP 191 268 272 174

Security Level 191 248 259 174

?@E&Z&ﬁ A E%/IEEE SSCSEAFE, R&B THER/2021411 A 22R rj - I i |-1 ’
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o 4

350 1
— 300 { —— DLP(BLS48
DLP(EN) " 282bit ,_,_“E‘cﬁ‘ ﬁﬁﬁﬁﬁﬁ B =
00 1 ECDLP(BN) DLP{BLS48) ok
250 i
w /// p
250 4 :
?v' 200 A = il
g 200 . E‘ /
¥ 150 | P — ! ///
w / 100 4
100 4 e
/'/
50 |
0f <
o 0  mo @0 s @0 70 100 200 X0 40 N0 &0 70
the length of bit of p the length of bit of p
250 1 = DLP(KS518)
ECDLP(KS518)
200 4 e
l@lblt """"""""""""""“/"_,')"/
= -
o
L g
100 /
r 4
50 g
100 200 300 400 500 600 700
. », the length of bit of p J I l
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[Quantum supremacy using a programmable superconducting processor, https://www.nature.com/articles/s41586-019-1666-5]
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- F&FHES (RingLWE)
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FILVTAVZXLLAR L TOMZ 1\ —1%

<l __Point Addition write back
A[A|A|A[A|A|A[A|A A|A|A[A[A|A|A|D/D D D DIDD|DD D - - .
1|2|3[45/6|7|8 9101112131415141 21345678910 Point Doubllng write back
k[i] = 1
AAAAAAAAAAAAAAA:‘DDDDDDDDDD -
1(2|3(4|5|6|7(8|9 0111413141516 1123 4 5|6 7|89 10 :
f % 7 r B nenen L N
if k[i]=0 then if k[i]=0 then Write-back timing reveals
P, <=P;+P; ixo: P,<=P,+P, secret information K[i]
P1 <= 2P1 Operations A1 P1 <= 2P1 ....... .
and D2 are i E=T.T
else identical else =y PR I Y=
...... T..=1.] -1
P,<=P,+P, P,<=P,+P, . > P !
_ K[i]=1: P. <= 2P £ AT — 7 j\x : i
P2 <= 2P2 Operations A2 2. - 2 Cedc=poomciee
endif andD2are  endif Point Addltlon write back
identical T5=213
HE K P st EBR/IEEE SSCSEIE M Tak 20215118228 01Nt DOUinng write bﬁCk
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* Dynamic circuits (DCVSL) & Dual-rail logic
— Always one transition per one cycle
— Require pre-charge control

Evaluation Precharge
VDD L\ ;

4
PRE PRE | ¥ | 4
I: | S— . Dual Rail L—
ouT DuaI‘Rall Logic 1
IN Logic 0
D] nvos P >0 N, r
2 Tree |~ , : INo -
Completion ]
—| \__Detection OUT;
. OUTy — N I
Dual Rail Inputs —  1ifOUT=
01or10 Discharge Time  Precharge Time

P it EE8/IEEE SSCSEATE R THiR/2021411 A 22H rj - I ] |'1 .r". U
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Y i X V20 Y | AN A 2ty

+ © Precharge time is concealed

— But guaranteed when t,.charge<tevaiuation . vdd Vag
out0,x

+ © Small CD delay o{>oq)
*  © No explicit latches
+ © Area overhead (~66%)

Evaluation (N) Evaluation(P) - = — — — — — — — — -
Precharge (P) Precharge (N) N Pipeline

CcD \ _|
x+1J_ Nin,x | 2n — Nout,x\
Nin,x-l_j ]

7/
Nout,x—F T
o

Pin,x (

Pout,x

CDy

et
CD Circuit

A

CD Circuit

Precharge
NN
Precharge
ANV AN WY
T
O
S
| - i
|

Precharge

\Ji N
o

! ig =

>

N

m6 0

o)

=

>

l«<—>1

tprecharge L
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BF—rLRILNVED 2= FRKIZELDRSA

To chip pads
A SS-PE array

> > >lu? - ) ) --->I &
Key buffer|| " |Controller Interface o g o o o1
array (HTL or MPL) — N n 0N lg...| &
]‘_ _______ ]‘_ | 7)) 22 28 7

i Peripheral cells < » Peripheral cells |

[Buffer
13
Buffer!

2
=
=
3
2
[
=4
E|

©

2

g

»

3

3

H

% H
2

ow &
28 2
_I_ |3
ifi s
5

3

2

Buffer| |z
o

Bo_ouT/ [g | A

B1_OUT| &/ | B
[CONTROL3_IN & CONTROL2_IN -

n ------------------------------- CONTROL1_IN BO/B1

q Self Synchronous 1024b Counter }
Self Synchronous i Cors Q> Q_OUT >
State Machines : : LUT4 X 1 1 : % [CONTROL3

Buffer
Buffer|

Buffer]|

(Buffer and multiplexer initialized to 0)

i r—l CONROLZ> ; | =7 S
W:"-UT4 X2 : {B0B SELECT ’ — S‘M ; =
i ; MODULUS 4 D o | B
Finished | LUT4 X 2 : ASELECT |{™"'Self Synchronous max 1024b | = ™ ‘S
i - . Programmable Counter : BO_INT s >< CONTROL3_IN
HUT3x 2k —[LUT4 x 11— Frimes> s 15 Hig
L = ! l 1 & B1_INT —
= i {oo . irmoo PSS (ey size s programmed) T B ——1ci_oun
CONTROL2_IN 3 C0_OuT

Controller (state machine programming differs for HTL & MPL)
0

fer]

[Buf

:

S_ouT
ORI ),

A_OUT)>
cowmow_ou%

H 5l K M EAH/IEEE SSCSEATE, A THiK/2021411 A22A rj - I r-l I-1 ,f"
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40nm CMOSI|Z & AEHR

40nm CMOS

1024 bit RSA

Two chips are fabricated, for HTL and MPL algorithm
201k gates used (M-SSRSA was 178k)

TOEOD0D SO
1l

LT A

MPL controller

1024 SS-FPE array

1.2mm

nel
in 40nm CMQOS
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RSAEITIHRREENMERFFDER KR

» Correct operation measured at 1.1V. HTL (a,b) shows key-
dependent and MPL (c,d) key-independent operation time

» SPA current waveform show no information leaked (f,g)

s RS T Finished RST FAinished
'signal 'signal
i P 6.1ms - i P 6.0ms
"l X — I I ~ _ >
P

(a) HTL, Secret key all 1 (2 interleaved operations) (c) MPL, Secret key all 1 (2 interleaved operations)

——RST Finished RST , Finished

31ms o™ 6.0ms bl

1 < > I < : 3
4 _ ( ot — ~ Ll

(b) HTL, Secret key all 0 (2 interleaved operations) (d) MPL, Secret key all 0 (2 interleaved operations)

H [ ||‘L [ T 20.5_ . _
J’ 1 ‘ \ U ‘ l “- u] |M = (f) HTL, Secret key|alternating 0-1
- =
JL‘"J- iE AL ‘-Lzh-m *L"S 2 sl 1900F gos i -
| (N pipeline interface CLK| O . i(g) MPL, Secret key alternating 0-1’

.. . .. (e)Reading out correct value after operation from N pipeline NG
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|Pr,e/ p;dcgaésmg%%tﬁ(//efﬁ/ﬁﬁéﬁt&yﬂ Post-processmgl
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(a) SPA 00010101 n = 50,000
4 At Mﬁwm
AN _
0 Li T (d)DPAOOO10‘IO1 (00000111 + delay path)n = 50000
L I . d 2
a2z - 7 W 2L ;ga{% ng\g\?\f !
4/ (b) DPA 00010101-00100001 n = 1000 4 |
2 [ 12 = ”‘*‘“??“Bff“f*““ g ] %; _
or A _ e
;27 | o e -|‘}= E0000- 12{9) HO-DPA 00010101- (00000111+de|aypa1h)n 50, 000
DPA 000101 01-00000111 50,0
4:(c) n. fi\g | : :,8 L‘ k&j Lbbiﬂvfh; ’i}kk} ;L‘f
: ooty 3 . 1,4
| e W _ b LY
- ~ -------- - U
4 i T ’-I“E-- ‘“Rb ﬁ -20n 0 20n 40n 60n 80n 100n 120n 140n 160n
Time (s)

No key related information, except key length, is revealed
Key length issue can be solved using Montgomery Power Ladder Algorithm

. . TN
e 4 HEUK st EI§R/IEEE SSCSPATE, S THiK /2021411 B 228 rj - I (] |'1 N

Systems Design Lab



:E
=

EMBEEE AT/ N—FHYTT7DOEE
S EERE S RIS
BFEELEMH

F P )

ENﬁ.ﬁTﬁ A E%/IEEE SSCSEAFE, R&B THER/2021411 A 22R



=EH

ECDSA
- B EEORT, A EER FIATVALLGE LEHE - BERELEDRE
2YZETL., BRUICH=-RETEREETEHLIIL-T=

R7Y5

- BEEESOERIEICHEIITT Eﬁﬁ'ﬁ“7')‘/7 VOV DERETEBEL. 65nm
T30usTORTY UG BEEZERLT-

- FImTOEREALSCLETELICE JEﬂS?fJ‘EIH THHIEDMERRZIF LA
f%ﬁé‘éﬁfﬁ&’&ﬁ’&ﬂ%%@.%iit(:ﬁ%

- R7Y GBS EDEX 1T 458

ZTDE  MEFTEES -ERTEES

MR 7\t

- ZITVXLBIZIEEYTA) ST —ZEFRATEHCLTEER-E 52 EM T
BE. -ELEERICEREIE, EZAARMIVITEREITIVEELHS

?EUN.}V?E‘MZEM% M EAH/IEEE SSCSEATE, A THiK/2021411 A22A réw- I r:!n |:1 ,,"v’; A



